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Abstract. We live in a connected world where mobile devices are used
by humans as valuable tools. The use of mobile devices leaves traces that
can be treasured assets for a forensic analyst. Our aim is to investigate
methods and exercise techniques that will merge all these valuable infor-
mation in a way that will be efficient for a forensic analyst, producing
graphical representations of the underlying data structures. We are using
a framework able to collect and merge data from various sources and em-
ploy algorithms from a wide range of interdisciplinary areas to automate
post-incident forensic analysis on mobile devices.
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1 Introduction

The basic types of data we can retrieve during a forensic analysis on devices
are text and images, the metadata for which are usually stored internally in
SQLite databases [1]. A forensic investigation deals with the problem of merging
all useful information, in order to provide evidence at a court of justice. In
this project we aim to automate this process and decrease the analysis time
using data mining methods to extract sentiment polarity from short messages.
Also, we highlight connections and interactions between entities that exist in
the Smartphone Ecosystem and in various social media communities, providing
graphical representations that demonstrate the proximity of their relationships
[3]. Finally, we propose a lightweight classification mechanism that distinguishes
suspicious JPEG images that might exist in the device’s internal memory [2].

2 Methodology

The data aggregation mechanism, called DEViSE, provides a platform where the
data from various sources can be stored in a homogeneous format using XML
files. All these information can be stored in a central database and therefore, used
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upon the request of the visualization tools. For the social media module of our
platform, we developed a crawler that can be enriched by data derived by mobile
devices. Furthermore, we extended the functionality of a graph representation of
interactions between entities by highlighting the ‘closest friends’ of the person
under investigation. The short text messages can be further analysed to produce
the Sentiment Timeline View and depict the emotional polarity between entities
for a given timeframe. Our approach to this problem is the use of a bag-of-
words schema that utilizes special features like the existence of emoticons and
the lexicon’s word valence evaluation. Finally, the automated system we propose
is able to perform steganalysis on the JPEG images that exist in the internal
memory of the mobile device, using our model for colour images derived by the
empirical Benford’s Law.

3 Results and Conclusion

Regarding the results derived from the JPEG images classification, our approach
reaches hit rates of 70% - 100%, depending on the algorithm used to create the
stego-carrier. The short text Sentiment Analysis module can correctly identify
the emotional polarity of around 69% of the messages with a false positive rate
reaching approximately an average of 25%. Finally the graphical representation
of the entity linking, results to informative graphs which can be further enhanced
by clustering algorithms that various visualization tools provide by evaluating
measures like centrality. To conclude, we have developed an analysis automa-
tion platform able to perform specific tasks based on data collected from various
sources. This system could be a helpful asset to the community of forensic an-
alysts, but of course it cannot substitute their expert judgement to a court. It
can instantly produce informative constructions derived from a wide data pool
associated with the person under investigation, but it cannot act as a judgement
tool in itself.
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